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Abstract—The evolution of 3GPP networks has revolutionized
edge service accessibility, creating opportunities for applications
requiring low latency and high reliability. However, traditional
perimeter-based security models have become inadequate in
the face of distributed environments and the proliferation of
Bring Your Own Device (BYOD) policies. Current authentication
schemes for edge services lack integration with 3GPP networks
and fail to balance security with the efficiency requirements of
edge computing. This manuscript proposes a novel zero trust
access authentication scheme for edge services in 3GPP networks,
implementing a hierarchical framework with adaptively selected
authentication levels based on device trust values. The scheme
introduces three authentication mechanisms—strong, moderate,
and weak—that are triggered based on dynamic trust thresholds.
Security analysis demonstrates that the proposed scheme satisfies
critical security objectives including mutual authentication, key
agreement, privacy preservation, and resistance against common
attacks. Performance evaluation shows that while the strong
authentication process introduces slightly higher overhead com-
pared to existing schemes, the moderate and weak authentication
processes significantly reduce computational and communication
costs. This research contributes a comprehensive zero trust solu-
tion that effectively integrates with 3GPP network architecture
while maintaining the strict security guarantees required for edge
services.

Index Terms—Zero Trust, access authentication, 3GPP net-
works

I. INTRODUCTION
A. Background

The evolution of 3GPP networks has significantly trans-
formed how devices access edge services, creating new op-
portunities for applications requiring low latency and high
reliability. With the advancement of 5G/6G technologies,
edge computing services have become essential for various
applications including industrial automation, content delivery,
and vehicle-to-everything (V2X) communications [1]. These
services leverage the distributed nature of edge computing
to process data closer to end users, reducing latency and
bandwidth requirements [2]. The integration of edge comput-
ing with 3GPP networks has enabled seamless connectivity
for diverse devices, allowing them to access computational
resources and services without relying on distant cloud infras-
tructure [3].

However, the traditional security methods of trust models
based on the perimeter have shown deficiencies [4]. The pop-
ularization of the "Bring Your Own Device” (BYOD) strategy

Ruhui Ma and Shiyang He are with the State Key Laboratory of Integrated
Services Networks, School of Cyber Engineering, Xidian University, Xi’an,
China. Ruhui Ma is the corresponding author, e-mail: rhma@xidian.edu.cn.

Manuscript received April 19, 2021; revised August 16, 2021.

[5] has changed the way users access organizational resources
[6], triggering security vulnerabilities as employees can access
sensitive resources from multiple locations using personal
devices [7]. This leads to the failure of traditional boundary
defense, especially for distributed edge services, which often
involves resource-constrained devices frequently connecting to
different network segments [8].In response to these challenges,
Zero Trust Architecture (ZTA) has emerged as a vital security
paradigm for 3GPP-based edge services [9]. As articulated by
Kindervag and Balaouras, Zero Trust eliminates the concept
of default trust, requiring continuous verification regardless of
connection origin or previous authentication status [10] [11].

Recent advancements in zero-trust security for edge comput-
ing include two distinct approaches: Belal Ali et al. [12] have
introduced a Zero-Trust Security (ZTS) maturity assessment
framework specifically tailored for Multi-Access Edge Com-
puting (MEC) ecosystems, while Hichem Sedjelmaci et al.
[13] developed a robust ZTA-driven intrusion detection system
aimed at safeguarding 6G-enabled edge computing infras-
tructures against sophisticated network threats. These works
highlight the critical importance of implementing zero trust for
edge services, as traditional trust boundaries no longer provide
adequate protection against sophisticated attacks targeting the
expanded attack surface of distributed edge environments [14].
However, the specific device security access mechanisms are
not considered in these schemes.

Despite its promise, implementing Zero Trust for edge ser-
vices in 3GPP networks presents several significant challenges.
Traditional centralized authentication systems introduce con-
siderable latency, as authentication requests must traverse the
network to central servers unacceptable for real-time edge
services requiring low-latency processing. Additionally, these
centralized systems represent single points of failure and
lack the scalability needed in dynamic edge environments.
Resource constraints of edge devices further complicate the
implementation of comprehensive security measures, as many
traditional zero trust solutions require computational resources
beyond what is available at the edge. These challenges under-
score the limitations of traditional, often rigid, authentication
mechanisms and necessitate a novel authentication scheme.
Such a scheme, as will be detailed in this paper, moves beyond
fixed authentication protocols by introducing a flexible and
adaptive approach. This allows for varying levels of authen-
tication based on dynamic conditions, thereby maintaining
the strict security guarantees of Zero Trust while efficiently
addressing the unique requirements of edge services in 3GPP
networks.
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B. Related Work

Research on zero trust access authentication for edge ser-
vices is evolving rapidly, addressing the challenges of se-
curing modern distributed environments. ZTA has emerged
as a critical security paradigm that operates on the principle
that no entity—whether user, device, or system—should be
inherently trusted, requiring continuous verification regardless
of connection origin or previous authentication status. This
approach is particularly relevant for edge computing environ-
ments where traditional perimeter-based security models have
proven inadequate.

The 3GPP standards organization has addressed edge au-
thentication concerns in its technical specifications. In TR
23.758 [15], authentication of clients for edge services is
identified as a critical architectural requirement. The 3GPP
edge computing framework includes mechanisms for user au-
thentication, incorporating service provisioning and capability
exposure needed for secure access. However, these standards
focus primarily on traditional authentication models and have
not fully integrated zero trust principles into edge service
authentication.

For edge services in the 3GPP network, several authenti-
cation schemes have been proposed in the academic circle.
Belal Ali et al. [16] developed a dual fuzzy methodology
for trust-aware authentication and task offloading in MEC,
which considers the resource constraints of edge servers
while minimizing task completion time. Similarly, Shah et
al. [17] introduced LCDA (Lightweight Continuous Device-
to-Device Authentication), specifically designed for zero trust
architecture in edge environments, which provides continuous
authentication mechanisms rather than relying on static, one-
time verification.

Several researchers have explored blockchain-based ap-
proaches for zero trust access control. Lin et al [18] pro-
posed BSeln, a blockchain-based secure mutual authentication
with a fine-grained access control system for Industry 4.0.
Similarly, Huang et al [19] developed a blockchain-assisted
zero trust security model for vehicular networks that enhances
dependability in highly dynamic environments. For Internet
of Things (IoT) environments, Huang et al [20] created zero
trust access, combining zero trust access control with attribute-
based encryption to protect against compromised devices.

For authentication between edge devices, various
lightweight schemes have been proposed. A secure low-
cost authentication scheme using Physical Unclonable
Functions generates unique “digital fingerprints” for device
identification [21]. Another approach employs hypergraph
hashing techniques to establish secure authentication between
IoT edge devices, addressing the resource constraints typical
in these environments [22].

Despite these advancements, there remains a significant gap
in integrating zero trust principles directly into the 3GPP
network architecture for edge services. Current solutions are
either focused on specific application domains or fail to
address the unique requirements of edge services in 3GPP net-
works. Our proposed scheme addresses this gap by introducing
a hierarchical authentication framework that combines core

and edge network components, providing a comprehensive
zero trust solution tailored specifically for 3GPP-based edge
services.

C. Contribution

Our research introduces a comprehensive zero trust access
authentication scheme for edge services in 3GPP networks,
featuring an initial authentication process and an adaptive re-
authentication process. The adaptive re-authentication process
dynamically selects among strong, moderate, and weak au-
thentication levels, triggered by changes in the device’s trust
value after the initial authentication. The key contributions of
our work are as follows:

o Proposed a novel hierarchical architecture that integrates
NIST Zero Trust principles into 3GPP network edge ser-
vices. This architecture enhances security and flexibility
by enabling effective management of user identity legit-
imacy in dynamic edge environments through adaptively
selected authentication levels.

o The initial authentication process establishes a robust
security foundation for device access, ensuring strong
mutual authentication, secure key agreement, and es-
sential privacy preservation. This process is critical for
initially verifying device legitimacy and setting up secure
communication channels for subsequent interactions.

o The adaptive re-authentication process offers significant
performance advantages and flexibility by dynamically
selecting the authentication protocol based on the trust
value of the device.

e Our scheme’s security properties were formally veri-
fied using Tamarin, confirming that all authentication
processes satisfy essential requirements including mu-
tual authentication, key agreement, privacy preservation,
and perfect forward/backward secrecy (PFS/PBS) while
demonstrating resilience against common attack vectors
including replay, man-in-the-middle, impersonation, and
passive attacks.

The rest of this paper is organized as follows: Section II
presents the preliminaries and the trust evaluation mecha-
nism. Section III introduces the system model and security
objectives. Section IV details the proposed scheme. Section V
provides security analysis and formal verification. Section VI
evaluates the performance of our scheme. Finally, Section VII
concludes the paper.

II. PRELIMINARIES

This section introduces the signcryption algorithm that will
be used subsequently.

A. Algorithm Description

The signcryption algorithms used in this paper are described
as follows.

1). Initialization (Initial)

Given an elliptic curve E, consider a cycle group G on E
with order ¢ and its generator P. Moreover, a random number
msk is chosen as the master secret key and computed as the
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master public key mpk = msk - P. Then, choose three secure
hash functions: Hy : {0,1}* x G x G x G — Z,*, Hy :
G x{0,1}* —» Z,;*, H3 : G x G — {0,1}*. Finally, publish
the system parameters {G, q, P, mpk, Hy, Ho, Hs}.

2). Pseudonym Generation (PGen)

Input the master secret key msk and the real identity RID,
generate the expiration time of the pseudonymous identity
EX P, compute the pseudonymous identity PID = RID &
Hs(msk, EXP)||EX P, output (PID).

3). Key Generation (KGen)

Input the master private key msk, the user’s pseudonymous
identity PID, and the master public key mpk. Select another
random number y € Z, and compute Y = y - P. Then,
compute sk = y + msk - Hi(ID,Y, mpk), and output the
private key sk and public key pk =Y.

4). Signing (Sign)

Input the sender’s private key sk and the message msg,
select a random number s € Zq*, compute f; =s- P, f3 =
Hy(f1,msg), fo = s/(sk + f3), output the signature § =
(fl) f2)

5). Verifying (Verify)

Input the message msg, the sender’s pseudonymous identity
ID and public key pk and the signature § = ( f1, f2), compute
fs' = Ha(f1,msg), verify fi = fo- (pk+ Hy(ID, pk, mpk)
mpk + f3' - P). If it is, output true.

6). Signcryption (Signcrypt)

Input the sender’s private key sks and the message msg,
as well as the receiver’s public key pk, and pseudonymous
identity ID,, select a random number r € Zq*, compute
S1 =r-P, vy = r- (pk, + HH(ID,, pk,, mpk) - mpk),
S3 = Hy(S1,msg) + Ha(v1,ID,), So = r/(sks + S3),
¢ = Hs(v1) ® msg, & = (S1,S52). Finally, output the
signcryption result (&', ¢).

7). Unsigneryption (Unsigncrypt)

Input the signeryption result (6" = (S1,S2),¢), the re-
ceiver’s private key sk,, compute v’ = sk, - S1, msg =
Hg(vl/) D c, Sgl = Hg(Sl,msg’) + HQ('UI/,IDT), parse the
sender’s pseudonymous identity D, from msg’ and search
the corresponding public key pks, and verify S; = So - (pks +
Hy(IDy, pks, mpk) - mpk + S3" - P). If it is, output true.

B. Trust evaluation mechanism

In 2020, Yao et al [23] proposed a Trust-Based Access
Control (TBAC), an access control model based on user
behavioral trust. The model calculates the user’s behavioral
trust by analysing the deviation between the user’s histori-
cal behavior and current behavior, and dynamically allocates
access rights based on this trust. Permissions are assigned
based on the user’s trust level and the trust threshold of the
resource. For example, when the user’s behavioral trust level
is higher than a certain threshold, the user can access the
resource and perform the corresponding operation. Recently,
Wang et al [24] extended and improved this idea and proposed
a more complete DR-TBAC (Dynamic Rule TBAC) system.
This system uses a long short-term memory model to calculate
the user’s trust level and integrates reinforcement learning,
especially the Deep Q-Network algorithm, to optimize the

trust threshold and adjust the access control policy according
to the dynamic changes of user behavior and environmental
factors. We draw on their ideas to define 77, T according to
the following steps:

1) Evaluate Historical Behavior: Define the trust thresh-
olds based on historical data of user or device interactions.
For example, how frequently the user has accessed services,
whether they have exhibited any anomalous behavior, and how
they have responded to previous authentication challenges.

2) Contextual Factors : Use contextual information such
as the time of access, the sensitivity of the requested resources,
and environmental variables (e.g., device type, location) to
influence how T and 75 thresholds are applied. For instance,
accessing high-risk services may require a higher trust thresh-
old.

3) Continuous Monitoring: Trust should be dynamic and
continuously updated based on real-time behavior and in-
teractions. This allows for automatic adaptation of the trust
thresholds as users or devices exhibit different behavior over
time. This real-time adjustment should influence when users
fall into the range of 7> or T7.

4) Behavioral Risk Assessment : Introduce risk-based
models that calculate trust based on behavioral deviations from
normal activity. If there are any sudden changes in behavior
(e.g., accessing from an unusual location or at an odd time),
the system might lower the trust threshold or require more
rigorous authentication even for trusted users or devices.

5) Threshold Calibration: Regularly review and adjust 73
and T, thresholds based on system performance and any
evolving security risks or changes in usage patterns. For
example, if a new type of threat is discovered, you might want
to lower 73 and 75 temporarily until users’ trustworthiness can
be evaluated again.

In our proposed scheme, we define two trust thresholds,
Ty and T (where T} > T5), that determine the appropriate
authentication level for devices. These thresholds are dynami-
cally calculated based on historical device behavior, contextual
access patterns, risk assessment, and current security posture.
The trust value ranges from 0 to 100, with values below
T5 (typically set around 60) requiring strong authentication,
values between T, and 7} (typically 85) triggering moderate
authentication, and values above T permitting weak authen-
tication. This adaptive approach balances security rigor with
authentication efficiency, reducing overhead for consistently
trustworthy devices while maintaining zero trust principles for
potentially risky interactions. These trust thresholds are contin-
uously recalibrated in response to evolving threat intelligence
and network security conditions.

III. SYSTEM MODEL, ADVERSARIAL MODEL AND
SECURITY OBJECTIVES

In this section, we first present the system model, and then
introduce the security objectives.

A. System Model

As shown in Fig. 1, we propose a zero-trust access au-
thentication architecture for edge services based on the 3GPP



JOURNAL OF KX CLASS FILES, VOL. 14, NO. 8, AUGUST 2021

network. Our approach adapts the NIST zero-trust architecture
concepts to the 3GPP 4G/5G network environment by mapping
the Policy Decision Point (PDP) and Policy Enforcement Point
(PEP) roles to appropriate 3GPP network functions. In our
architecture, devices initially connect to network components
acting as the PEP, which facilitate authentication through
components serving as the PDP.

Device 3GPP network . [Edge Service
s N\ E|
| = o 2 ‘
= 0L Registration -» core Control Engine | a
i |
1 I - =
l 1 ]
L . !
N PDP ; y
, )
i L
P 4 | N B
. ! |
< _swcmimen: fii
1.Access Authentication A ‘t ________ N -
4]-_7 PEP ) ¢
2.Access Service I 2.AccessService o | < E
\ \\\ —————————e e~ ]
) N - ,/" \

Fig. 1. System Model.

PDP is responsible for making access control decisions
based on policy rules and contextual information. To more
flexibly and quickly respond to device authentication requests,
the PDP consists of a core Control Engine (cCE) and a sub-
Control Engine (sCE).

+ A core Control Engine (cCE), operating at the network
core level, responsible for performing strict and strong au-
thentication of devices, maintaining identity management
functions, and establishing security policies. For example,
this corresponds to the Authentication Server Function in
the 3GPP 5G network.

« A sub-Control Engine (sCE), deployed within the edge
network segment, handling localized authentication deci-
sions and enabling efficient verification for time-sensitive
edge applications, this corresponds to the Access and
Mobility Management Function in the 3GPP 5G network.

PEP components enforce access control decisions made by
the decision-making framework, typically allowing or denying
access requests based on authentication outcomes and policy
evaluation. In the 3GPP edge computing architecture, the role
of the PEP is mainly undertaken by the User Plane Function.

Device includes personal devices used by employees,
BYOD, or systems belonging to visitors or contracted service
providers who need network access. In a ZTA, no device is
inherently trusted, regardless of its physical or network loca-
tion. Every device must authenticate itself before connecting
to an enterprise-owned resource.

Edge Service refers to various computing, storage, analysis,
and management services provided in an edge computing envi-
ronment, which support the operation of applications and data
processing on edge devices or edge servers. Edge computing
platforms and services are provided by cloud service providers
such as Microsoft Azure.

This mapping allows us to implement zero-trust principles
while leveraging the existing 3GPP network infrastructure.

Upon successful authentication through this framework, the
devices are granted access to edge services provided by
service providers, such as Microsoft Azure, which offers edge
computing services including content distribution and caching,
game streaming, and V2X sensing services.

B. Adversarial Model

In this section, the most adopted and accepted Dolev-Yao
(DY) adversarial model is considered the basic adversary
model used to analyze the security of the proposed scheme.
In the DY adversarial model, the adversary A can control the
entire communication network. Concretely, A can eavesdrop,
tamper, or even replay communication data between the device
and the PEP. A can impersonate a legitimate device accessing
the network to gain unauthorized access. A can use a Man-in-
the-Middle (MitM) attack to eavesdrop on the interactive data
between devices and PEPs. A can deplete the resources of the
3GPP network, such as sending forged data, replaying data,
sending useless data, etc., causing them to refuse to provide
services. Additionally, since PEP, sCE, and cCE all reside
within the 3GPP network where their inter-communication
is considered secure, ensuring the security of communication
data between devices and PEPs becomes critically vital.

C. Security Objectives

The proposed scheme should satisfy the following security
objectives.

1. Authentication and Key Agreement

When the device is connected, an authentication and key
agreement mechanism is required between the device and the
sCE. The authentication means the device and the sCE should
be able to identify if the peer who communicates with him is
a legitimate user. Meanwhile, the key agreement can be used
to guarantee the security of subsequent communications.

2. Privacy Preserving

In our system, user anonymity, viewed as an important
security property should be guaranteed, where users’ identities
cannot be publicly transmitted on the communication channel
and only the legitimate sCE can recover the users’ identities.

3. PFS/PBS

PFS/PBS should be ensured, so that the adversary who
obtains the private key of the device or the sSCE will have no
way to know the following and preceding communications.

4. Data Confidentiality and Integrity

The proposed scheme should ensure that all sensitive infor-
mation exchanged between network entities remains protected
from unauthorized access and tampering. Cryptographic mech-
anisms must be employed to prevent eavesdropping and detect
any modifications to messages during transmission.

5. Unforgeability, Undeniability and Untraceability

The scheme should guarantee that adversaries cannot gen-
erate valid authentication messages without legitimate keys;
entities cannot deny their participation in the authentication
process; and observers cannot track or correlate multiple
sessions to the same device, thereby preserving user privacy
and preventing tracking.
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IV. THE PROPOSED SCHEME

In this section, we give a detailed description of the pro-
posed scheme, which mainly consists of two processes: the
initial authentication process and the adaptive re-authentication
process. The adaptive re-authentication process includes three
processes: strong authentication, moderate authentication, and
weak authentication.

1 (1) Device registration
Registration request

v

Registration response

I

I

| Registration request

I - »

i Registration response
I

Access Decision
When a device first attempts to access edge services, or if its trust value is below T2, it
must proceed to step (1).When re-access edge services and the device's trust value exceeds
T2, each device performs send the Re-Access request to PEP. If the PEP verification
message is correct, it performs the different processes according to the trust value of the
device and the request type (handover or not).
@ If the device needs to handover to another sCE and its trust value is more than T2,
then proceed to step (2-1).
@ If its trust value is greater than T2 and less than T1, proceed to step (2-2).
@) If the trust value exceeds T1, proceed to step (2-3).
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Fig. 2. The overview.

An overview of the zero-trust-based edge service access
authentication architecture is shown in Fig. 2. Initially, each
device and the sCE engage in a registration process to register
the cCE for accessing edge services. When a device first
attempts to access edge services, or if its trust value is below
T5, it must undergo an initial authentication process and
obtain the anonymous identifiers, key parameters, etc., used for
subsequent authentication. Subsequently, if the device needs to

handover to another sCE and its trust value is more than 15,
the device undergoes a strong authentication process. If the
device’s trust value is between T, and 77, a moderate au-
thentication process is required. If the trust value exceeds 77,
the device undergoes a weak authentication process. Following
the completion of the appropriate authentication process, the
device gains access to the edge services.

A. Edge service registration Process

In this process, each device connects to the 3GPP network
by executing the 5G-AKA process. For devices intending to
access edge services, the 3GPP network assists in establishing
a secure channel between the device and the cCE using the
GBA/AKMA mechanism. Subsequently, the device and the
cCE complete the registration process.

Initially, the cCE should perform the [Initial( ) al-
gorithm to generate the master secret key msk and
master public key mpk, and public these parameters
{G, q, Pympk, H, Hy, H3, E};;(), Dr,()}, where Ej() and
Dy.() are symmetric encryption algorithms.

1) Device registration:

a. The user of a device ¢ chooses an identity ID; and a
password PW;, and imprints biometrics Bio; on the
sensor of the device.

b. The device picks a random value z; € Z,, computes
Xi = X; - P, Al = Hl(IDZ,PWl,Bzol), Bl =
Hy(ID;, PW;, X;), transmits an edge service registra-
tion request message (I D;, X;, A;, B;) to the cCE.

c. The cCE generates a 256 bits value K;. Then, the
cCE invokes the algorithm PGen(ID;) to generate
device’s pseudonymous identity PID; and computes
HA; = A; @ K;. Finally, the cCE transmits an edge
service registration response message (PID;, HA;) to
the device.

d. The device stores (ID;, PID;, HA;).

2) sCE registration:

The sCE transmits an edge service registration request
message (IDscg) to the cCE. The cCE invokes the algo-
rithm KGen(msk, mpk,IDscg) to get the sCE’s private
key skscr and public key pkscg. Finally, the cCE transmits
(skscr,pkscr) to the sCE securely.

Additionally, the cCE generates a group key GKpgp for
all PEPs. Finally, the cCE transmits GKpgp to the PEPs
securely.

B. Initial Authentication Process

When first attempts to access edge services, or if its trust
value is below 75, each device performs the initial access
authentication process with cCE to securely obtain the rele-
vant keys for subsequent adaptive authentication. The specific
details are as follows:

a. The device 7 generates a random number r; € Z, and
computes R; = r; x P, enckey;||mackey; = Hs(r; x
mpk), ciphertext ¢; = Feyckey, (ID;), message authen-
tication code mac; = Hy(mackey;, ¢;). Finally, each
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device transmits an initial request message including
(R;, ¢;, mac;) to the PEP.

b. The PEP verifies the message type and forwards
(R;, ci,mac;) to the sCE.

c. The sCE forwards (R;, ¢;, mac;) together with its iden-
tity I Dscg to the cCE.

d. The cCE computes enckey;||mackey; = Hs(R; *
msk), verifies message authentication code mac; =
Hjy(mackey;, c;) , and decrypts ID; = Deyckey, (Ci)-
Then, the cCE searches the long-term secret key K;
based on ID,; and generates random value rand;,
computes MAC; = Hl(Ki,T(lndi,Ri), KsCEi =
KDF(Ki,T‘andi,IDSCE), RESl = Hg(Ki,rcmdi),
and RES; = Hy(Hy(K;,rand;),IDcp). Addition-
ally, the cCE invokes the algorithm PGen(msk,1D;)
to get the pseudonymous identity PID;, invokes
the algorithm K Gen(msk, mpk,ID;) to get the
user’s private key sk; and public key pk;. Finally,
the ¢cCE computes TGK; = Hy(GKpgp,PID;),
¢k = FEenckey, (PID;, sk;,pk;, TGK;) and transmits
(rand;, MAC;, Kscg,, RES}, ci) to the sCE securely.

e. The sCE stores (Kscg,, RES},c;) and transmits
(rand;, M AC;) to the PEP.

f. The PEP forwards an access challenge including
(rand;, M AC;) to the device.

g. Upon receiving the challenge message, the device in-
puts its identity ID;, password PW;, and biome-
tries Bio; , computes A; = H;(ID,;, PW;, Bio;)
and K; = A; ® HA,;, verifies MAC; and com-
putes RES; = H(K;,rand;), transmits RES;
to the sCE. Finally, the device computes the keys
KsCEi = KDF(Ki,TaTLdi,IDSCE) and KPEPi =
KDF(K;,rand;, IDpgp), which serve as the shared
secret keys for secure communication between the de-
vice and the sCE, and between the device and the PEP.

h. Concurrently, the cCE computes Kprp, and securely
shares (Kpgp,, TGK;) with the PEP.

i. The PEP stores (Kpgp,, TGK;) for future communica-
tions with the device.

j. The sCE verifies RES] = Hy(RES;,IDcp). If it is,
the sCE forwards RES; to the cCE and transmits an
access confirm message ¢, to the device through the
PEP.

Following the aforementioned procedures, the device can
establish secure communication channels with both the sCE
and PEP using the respective cryptographic keys, Ks;cg, and
Kpgp,. Subsequently, the device can employ the key param-
eters (PID;, sk;, pk;, TGK;) for following authentication.

C. Adaptive Re-Authentication Process

When re-access edge services and the device’s trust value
exceeds 75, each device performs the following steps.

The device ¢ computes mac; = Hi(TGK;, PID;,ts;)
and transmits a re-access request message including
(PID;, mac;,ts;) to the PEP, where ts; denotes the current
timestamp. The PEP verifies ts; and mac;, and checks the
trust value of the device. If ts; and mac; is correct, the PEP

performs the different processes according to the trust value of
the device and the request type (handover or not). Both PEP
and sCE respectively broadcast their own information, com-
prising PEP’s identity identifier I Dpgp, public key pkpgp,
and sCE’s identity identifier I D,c g with public key pksc k.

1) Strong Authentication Process:

If the device needs to handover to another sCE and its trust
value is more than 75, the device should perform the following
steps.

a. The PEP forwards PID; to the sCE.

b. The sCE invokes the algorithms Sign(skscg, msg) to
output the signature (f1, f2), which msg denotes the
sCE’s necessary information for device access. Finally,
the sCE sends (f1, f2, msg) to the PEP.

c. The PEP forwards (f1, f2, msg) to the device.

d. After receiving the message, the device invokes
the algorithms Verify(IDscg, msg, (f1, f2), pkscE)-
And if the output is true, the device invokes the
signerypt(IDsc g, ski, MSG, pkscg) to generate the
signcryption result (S7, S, ¢).

e. The PEP forwards (57, S2,c¢) to the sCE.

f. After all these, the sCE invokes the algorithms
Unsignerypt(skscg, (S1, 52, ¢)). If the output is true,
the sCE transmits a UE access confirm message to the
PEP.

g. The PEP forwards it to the device.

h. The device derives the shared cryptographic keys
Kiop, = KDF(K;ts;,IDscp) and Kppp =
KDF(K;,ts;,IDpgp), which establish secure com-
munication channels between the device and the newly
provisioned sCE, and between the device and the PEP,
respectively.

2) Moderate Authentication Process:

If its trust value is greater than 7> and less than 77, the

device undergoes the following steps.

a. The PEP generates a random number nonce and com-
putes res = Hy (Kpgp,nonce,ts;,1) and transmits an
access confirm message (res, nonce) to the device.

b. The device verifies res. If it is correct, the device com-
putes ress = Hy(Kpgp,nonce,ts;,2) and transmits
resy directly accesses the edge services.

c. The PEP verifies ress. If it is, the PEP allows the device
to access edge services. Additionally, the device and
the PEP compute the next temporary authentication key
TKpgpp, = Hi(Kpgp,nonce, ts;, 3).

3) Weak Authentication Process:

If the trust value exceeds 77, the device undergoes the

following steps.

a. The PEP transmits an access confirm message to the
device.

b. The device directly accesses the edge services.

V. SECURITY ANALYSIS

In this section, we have adopted the qualitative security anal-
ysis to prove that it can satisfy various security properties and
compared the security properties with the previous schemes. In
addition to the qualitative safety analysis, the formal validation
of Tamarin is also used.
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A. Security Analysis

In this section, we analyze how our proposed zero trust
access authentication scheme addresses key security require-
ments across the initial, strong, and moderate authentication
processes. It’s important to note that the weak authentication
process consists only of an access confirmation message
without cryptographic operations, as it’s designed for devices
with trust values above the threshold 73. Due to its simplified
nature, we focus our security analysis on the initial, strong,
and moderate authentication processes.

1) Mutual authentication: In the initial authentication
process, the device authenticates the cCE by verifying
MAC; = Hy(K;,rand;, R;), while the cCE authenticates
the device by verifying RES; = Hy(K;,rand;). The sCE
further verifies the device’s identity by checking RES) =
H5(RES;,IDscg). During the strong authentication process,
the device authenticates the SCE by verifying the sCE’s signa-
ture (f1, f2) using the Verify(IDscr, msg, (f1, f2), pksck)
algorithm, confirming that only the legitimate sCE with
the private key skscrp could have generated this sig-
nature. Conversely, the sCE authenticates the device by
verifying the signcryption result (S7,S2,¢) using the
Unsignerypt(sksce, (S1,52,¢)) algorithm, which confirms
the device possesses the correct private key sk;. In the mod-
erate authentication process, mutual authentication is achieved
through the challenge-response mechanism: the PEP verifies
the device by checking ress = Hi(Kpgp,nonce,ts;,2),
while the device authenticates the PEP by verifying res =
Hy(Kpgp,nonce,ts;,1). These cryptographic verification
processes ensure that each entity can authenticate its com-
munication partner in all processes, preventing impersonation
attacks.

2) Key agreement: In the initial authentication process, the
device and the sCE establish a shared key Kscg, while the
device and PEP establish K pgp,. These keys are derived from
the long-term secret K;, the random challenge rand;, and the
respective identity information, creating unique session keys
for secure communication. During the strong authentication
process, when the device needs to handover to another sCE, the
device and the new sCE compute a fresh session key K B,
and the device establishes a shared key K} pp with the PEP,
incorporating the current timestamp ts; to ensure key freshness
and prevent replay attacks. In the moderate authentication
process, the device and PEP establish TKprp, as a new
shared key derived from the previous key and session-specific
random values. This hierarchical key agreement approach
optimizes authentication overhead while maintaining security
across all processes. All key derivation procedures are pro-
tected by the underlying cryptographic operations, making it
computationally infeasible for adversaries to derive the session
keys without possessing the private keys of the legitimate
entities.

3) Data Confidentiality : After the initial authentication
process is over, the long-term shared keys Kscp, and Kpgp,
protect all subsequent communications between the device
and sCE and PEP, respectively. After strong authentication,
we have a newly calculated key K¢ g, 0 maintain confi-
dentiality between the device and the new sCE. Similarly,

after moderate authentication, the newly derived key T Kpgp,
ensures continued confidentiality between the device and PEP.
These cryptographic mechanisms ensure that messages remain
difficult for adversaries to decrypt.

4) Data Integrity : After the initial authentication process,
the device uses its private key sk; to sign messages sent
to the sCE, and the sCE uses the device’s public key pk;
to verify the signature, ensuring integrity. When the sCE
sends messages to the device, hash functions using the shared
keys Kgcg, and Kppp, protect message integrity. During
strong authentication, the signcryption algorithm provides both
confidentiality and integrity through signatures (S1,S52). In
moderate authentication, the integrity of communications is
protected by hash values res and resy. If any of these mes-
sages are tampered with during transmission, the verification
will fail, allowing immediate detection of integrity violations.

5) Unforgeability : In the strong authentication process,
the device’s request message includes a signature generated
using the device’s private key sk;. The sCE uses the device’s
public key pk; to verify this signature. Since the private key is
computationally unfeasible to derive from the public key, only
authenticated devices can generate the correct signature. This
prevents adversaries from forging legitimate device signatures.
In the response message, the message content encrypted in
ciphertext c is used to generate hash values for verification.
During moderate authentication, the values res and resy are
derived using the shared keyKpgpp and a random nonce,
which adversaries cannot forge without knowledge of Kpgp.
This comprehensive approach ensures that all communications
within our scheme are protected against forgery attempts.

6) Undeniability: The proposed scheme ensures undenia-
bility through multiple mechanisms across authentication pro-
cesses. During the initial authentication process, the device’s
identity information is securely bound to its cryptographic
parameters (P1D;, sk;, pk;). In the strong authentication pro-
cess, the signcryption algorithm inherently provides non-
repudiation since it uses the sender’s private key sk; to gen-
erate signatures that only the legitimate device could create.
These signed messages cannot be denied later because they are
cryptographically linked to the device’s private key. Addition-
ally, all authentication sessions incorporate timestamps ts; and
random numbers (rand;, nonce) that uniquely bind messages
to specific sessions, preventing replay-based repudiation at-
tempts. For moderate authentication, the response values ress
provide cryptographic proof of the device’s participation. This
comprehensive approach ensures that neither the device nor
the network entities can plausibly deny their participation in
the authentication process.

7) Untraceability: In the initial authentication process,
the device’s identity ID; is protected through encryption as
¢i = FEenckey;(ID;), making it impossible for adversaries
to track user identities. During the strong authentication
process, when the device generates the signcryption result
(51, S2,c¢), the random number r creates unique values for
each session, preventing correlation between sessions. In the
moderate authentication process, the use of challenge-response
with random nonce further ensures that each authentication
attempt produces different values. Throughout all authen-
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tication processes, session-specific random elements (r; in
initial authentication, r in strong authentication, and nonce in
moderate authentication) ensure that adversaries cannot link
multiple sessions to the same device. As a result, our scheme
achieves untraceability across all communication processes.

8) Privacy preserving: In the initial authentication pro-
cess, the device’s real identity ID, is encrypted as c¢; =
Eenckey; (ID;) using the derived enckey;, ensuring that only
the cCE with the master secret key msk can decrypt and
obtain the device’s identity. During the strong authentication
process, the device’s pseudonymous identity PID,; is used
instead of its real identity, and sensitive messages are protected
using signeryption (Si,S2,¢), where only the intended sCE
with the private key skscr can decrypt the content. In the
moderate authentication process, the device is identified only
by its previously established shared key with the PEP, without
revealing any identity information over the communication
channel. The hierarchical trust-based architecture ensures that
identity information is only shared on a need-to-know basis,
with the cCE functioning as the trusted identity manager
while the sCE and PEP operate with pseudonymous identities.
Therefore, even if adversaries intercept the communication,
they cannot obtain the device’s private information across any
authentication process.

9) PFS/PBS: In the initial authentication process, the de-
vice generates a random number r € Z," which is used
to compute R; = 7; * P and derive the encryption key
enckey;||mackey; = Hs(r; *x mpk). Even if an attacker
compromises the long-term key K; in the future, they cannot
recover the session keys Kycg, and Kpgp, without knowing
the random value r; used in that specific session. During the
strong authentication process, the device uses a fresh random
number r when generating the signcryption result (S7, S2, ¢),
and the newly derived key K[,y incorporates the current
timestamp ts;, ensuring independence between sessions. In
the moderate authentication process, the newly established key
TKpgp, is derived using a session-specific random nonce,
maintaining PFS/PBS. The usage of ephemeral random values
(r;, r,nonce) across all authentication processes ensures that
even if an adversary compromises the current session key,
previous and future session keys remain secure. Additionally,
the underlying ECC-based operations provide perfect forward
secrecy, ensuring that even if the long-term keys are leaked,
the adversary cannot recover previously established session
keys.

Withstanding several protocol attacks : The proposed
scheme can withstand several protocol attacks as follows.

1) Replay attack: Our proposed scheme resists replay
attacks across all authentication processes through the
use of unique session parameters. In the initial au-
thentication process, the cCE generates a random chal-
lenge rand; that uniquely binds authentication mes-
sages to a specific session. During strong authentication,
the device includes timestamps ts; when computing
mac; = H1(TGK;, PID,,ts;), allowing the PEP to
verify message freshness. In moderate authentication,
the PEP generates a random nonce value that prevents
the reuse of authentication messages. The verification

2)

3)

4)

procedures in each process reject any replayed messages
because timestamps would be outdated, and random
challenges wouldn’t match the expected values for the
current session. Additionally, the unique key derivation
process ensures that session keys are specific to each
authentication attempt, further mitigating the risk of
replay attacks.

MitM attack: Our scheme provides comprehensive
protection against MitM attacks across all authentica-
tion processes. In the initial authentication process, the
device and the cCE establish shared keys K cg, and
Kprp, using ECC-based operations similar to ECDH,
where the secret key K; is securely derived and never
transmitted in plaintext. During strong authentication,
the device verifies the sCE’s signature (f1,f2) gen-
erated with the sCE’s private key skscg, while the
sCE authenticates the device through the signcryption
result (S7,55,¢), which can only be generated with
knowledge of the device’s private key sk;. In moderate
authentication, the challenge-response mechanism using
values res = Hy(Kpgp,nonce,ts;,1) and ress =
H,(Kpgp,nonce,ts;,2) ensures both entities possess
the shared secret Kpgp. Since these cryptographic
operations require possession of the respective private
keys and pre-established secrets, a MitM attacker cannot
intercept and modify communications without detection,
as they cannot generate valid signatures or responses
without the corresponding private keys.
Impersonation attack: Our scheme provides robust pro-
tection against impersonation attacks across all authenti-
cation processes. In the initial authentication process, the
device authenticates using its long-term secret K;, which
is never transmitted in clear and is verified through
RES; = Hy(K;,rand;). An attacker cannot imperson-
ate the device without knowing K, which is securely
stored and used to derive the authentication parameters.
During strong authentication, impersonating the sCE
is prevented as the adversary would need the private
key skscp to generate valid signatures (fi, f2). Simi-
larly, device impersonation is thwarted as the attacker
would require the device’s private key sk; to produce
valid Signeryption results (S1, Se, ¢). The sCE verifies
these values through the Unsigncrypt algorithm, which
would fail with forged credentials. In moderate authen-
tication, the challenge-response mechanism using the
shared key Kpgp ensures that only legitimate entities
possessing the correct key can generate valid responses
ress = Hyi(Kpgp,nonce,ts;,2). The cryptographic
binding of identities to their respective keys throughout
all authentication processes makes successful imperson-
ation computationally infeasible without compromising
the secure key storage of legitimate entities.

Passive attack: Our scheme provides comprehensive
protection against passive attacks across all authenti-
cation processes through strong encryption and secure
key management. In the initial authentication process,
sensitive information including the device’s real identity
ID; is encrypted as ¢; = Fenckey;(ID;), preventing
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eavesdroppers from obtaining authentication credentials
or identity information. During strong authentication,
all communications between the device and the sCE
utilize signcryption, where messages are secured via
(51, S2,¢) which provides both confidentiality and in-
tegrity. The authentication data is encrypted using the
sCE’s public key, ensuring only the intended recip-
ient with the corresponding private key skscp can
decrypt the contents. In moderate authentication, the
challenge-response values res and ress are generated
using the shared key K pgp, which is never transmitted
in plaintext across the network. After authentication,
all subsequent communications are protected by the
established session keys K cp,;, K.o B, OF TKpgp,
depending on the authentication process, ensuring that
passive attackers cannot extract sensitive information
even through prolonged network monitoring. This lay-
ered cryptographic approach ensures no valuable infor-
mation leaks to passive attackers throughout the entire
authentication process.

B. Formal Verification: Tamarin

In this section, we formally analyze the proposed schemes
by using the automatic verification tool named Tamarin, which
can precisely analyze the secrecy and complex authentication
properties of various protocols. Tamarin tool supports the
equational specification of some cryptographic operators, such
as Diffie-Hellman exponentiation and bilinear pairings. The
Tamarin simulation results of the proposed schemes are shown
as follows.

The running results of all proposed protocols are shown in
Figs. 3, 4, and 5. Fig. 3 shows the Tamarin execution result

summary of summaries:
analyzed: Initial Authentication.spthy
processing time: 8.39s

device authentication (all-traces): verified (3 steps)

key agreement (all-traces): verified (2 steps)

secrecy property (all-traces): verified (9 steps)

session_key confidentiality (all-traces): verified (9 steps)
forward_and_backward_secrecy (all-traces): verified (1 steps)
message integrity (all-traces): verified (14 steps)
untraceability (all-traces): verified (1 steps)

Fig. 3. Tamarin result of the Initial Authentication.

of the initial authentication. From Fig. 3, the output of all
lemmas is displayed as verified. It means that this scheme
achieves device authentication, key agreement, secrecy prop-
erty, session key confidentiality, PFES/PBS, message integrity,
and untraceability.

Fig. 4 shows the Tamarin execution result of the strong
authentication. From Fig. 4, the output of all lemmas is
displayed as wverified. It means that this scheme achieves
confidentiality, mutual authentication, protocol correctness,
PFS/PBS, message integrity, accountability, privacy preserva-
tion, and secure key establishment.

summary of summaries:
analyzed: Strong_Authentication_Phase.spthy
processing time: 1.13s

message_secrecy (all-traces): verified (11 steps)
mutual_authentication (all-traces): verified (12 steps)
protocol_execution (exists-trace): verified (8 steps)
forward_secrecy (all-traces): verified (4 steps)
backward_secrecy (all-traces): verified (18 steps)
transfer_integrity (all-traces): verified (30 steps)
non_repudiation (all-traces): verified (2 steps)
privacy_protection (all-traces): verified (4 steps)
key_agreement (all-traces): verified (3 steps)

Fig. 4. Tamarin result of the Strong Authentication.

summary of summaries:
analyzed: ModerateAuth.spthy
processing time: 1.02s

auth_to_pep (all-traces): verified (6 steps)
secrecy_kpep (all-traces): verified (2 steps)
session_key_secrecy (all-traces): verified (13 steps)
forward_secrecy (all-traces): verified (3 steps)
backward_secrecy (all-traces): verified (8 steps)
privacy (all-traces): verified (2 steps)
timestamp_order (all-traces): verified (2 steps)
challenge_uniqueness (all-traces): verified (2 steps)

Fig. 5. Tamarin result of the Moderate Authentication.

Fig. 5 shows the Tamarin execution result of the strong au-
thentication. From Fig. 5, the output of all lemmas is displayed
as verified. The scheme achieves mutual authentication, key
agreement, message integrity, session key security, privacy
protection, and replay protection. These properties were ver-
ified in varying steps, ranging from 2 to 8, providing formal
proof of the scheme’s security claims. Collectively, these
attributes ensure mutual authentication between the device and
the PEP, secure key establishment, message integrity, confi-
dentiality of session keys, privacy preservation, and protection
against replay attacks.

In addition, there is no validation here since weak authen-
tication is just a confirm message, and since by the time the
device performs weak authentication, it has already completed
the strong and moderate authentication processes.

VI. PERFORMANCE EVALUATION

Communication overhead and computational overhead are
considered as the most important metrics of efficiency in
the authentication process. In this section, we compare the
communication and computational overheads of our scheme
with the other several similar schemes: Belal Ali’s Dual
Fuzzy Scheme [16] , Dawei Li’s Blockchain Scheme [25]
, and BSeln Blockchain Scheme [26]. Considering that the
initial authentication is generally done less frequently, we only
compare the strong, moderate and weak authentication process
in the adaptive authentication process. To achieve the same
security level with AES 128 bits, we suppose that the key
size for algorithms based on ECC is 256 bits, the key size for
algorithms based on integer-factorization cryptography such as
RSA is 3072 bits, and for the parameters based on the finite-
field cryptography, the size of the public key is 3072 bits and
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the size of the private key is 256 bits [27]. In addition, the
output length of the hash is 128 bits, the size of the random
number is 128 bits, and the size of the timestamp is 32 bits
[28], respectively. Since all existing schemes need to transfer
the necessary information, such as the identity information,
we assume that the length of the necessary information is 320
bits.

A. Communication overhead

In this part, comparisons between schemes are made based
on the size of each message. In our strong authentication
process, four messages need to be exchanged between device,
PEP, and sCE. In our moderate authentication process, they
only need to exchange two messages: res and ress. In our
weak authentication process, there is only one acknowledg-
ment message. Under this circumstance, we can analyze the
communication overhead caused by these existing schemes by
calculating the total size of the messages. For Belal Ali et al’s
scheme [16], we summarize the authentication requests, multi-
factor authentication and authentication result messages as
Msgl, and combine the edge server trust evaluation requests,
trust value calculation results and blockchain records as Msg2.
For the sake of fairness, for Li et al’s scheme [25], we
assume that the communication overhead of Msg4 includes
the communication overhead of identity update and revocation.
For Lin et al’s scheme [26], Msgl represents the initialization
stage of the entire authentication process. On basis of the
sizes of all the messages, we make a comparison of the
communication overheads of these existing schemes as shown
in Table I and Fig. 6.

TABLE I
THE OVERHEAD OF COMMUNICATION.

(byte) MSG1 MSGz2 MSGs MSG4 Total

Ali et al’s scheme [16] 64 40 32 16 152
Li et al’s scheme [25] 52 32 48 48 180
Lin et al’s scheme [26] 160 102 64 64 390
Strong-Authentication 32 104 104 4 244

Mod-Authentication 32 32 16 0 80

‘Weak-Authentication 32 0 0 4 36

According to the Fig. 6, in the scheme we proposed, the
overhead of strong authentication is slightly larger than that
of other schemes, while the calculation results of moderate
authentication and weak authentication are much smaller than
those of other schemes.

B. Computational overhead

In this part, comparisons will be made based on the encryp-
tion operations carried out in each scheme. The computational
overhead of the primitive cryptography operations is measured
by using C/C++ OPENSSL library [30]tested on an Intel(R)
Core(TM) m3-6Y30 CPU 0.9 GHz processor as a device and
an Intel(R) Core(TM) i5-7500 CPU 3.40 GHz as an sCE as
shown in Table II. Since the elliptic curve point multiplication,
symmetric encryption/decryption and hash operations domi-
nate the computational overhead in the proposed scheme, here
we mainly consider these operations.

400

EEEEEEH Li et al's scheme
(EREERERY

BEEE Alli etal's scheme

350+ E=—JLin et al's scheme
Eaisiany] Strong-Authentication
EZZZZ2 Mod-Authentication

<, 300

250

200+

150 |

100 F

Communication Overhead (bytes)

50 F

Msg3
Massages

Fig. 6. The overhead of communication.

TABLE I
COMPUTATIONAL OVERHEAD OF THE CRYPTOGRAPHY OPERATIONS.
(ms) Symbol Device sCE
Point Multiplication ™ 0.960 0.366
Symmetric Encryption TE 0.386 0.125
Hash Operation TH 0.032 0.018

Table III shows the analysis results on the computational
overheads of different entities in our scheme, where T,
represents the computational overhead of the device, Tprp
represents the computational overhead of the PEP, T.cg
represents the computational overhead of the cCE, and Ts¢cg
represents the computational overhead of the sCE.

According to the numerical results, it can be clearly seen
that among all the schemes, the computational overhead of
device is much higher than that of sCE, cCE and PEP,
because it performs the most point multiplication operations,
which dominates the total cost. Due to their key manage-
ment and verification responsibilities, cCE and sCE have
moderate computing requirements. The PEP mainly processes
message forwarding with the minimum computational burden.
Due to the dominant position of device in the total cost,
we compared the overhead of device in each scheme un-
der different authentication times, as shown in Fig. 7. Fig.
7 illustrates the computational overhead advantage of our
adaptive authentication approach over multiple authentication
cycles. Initially, all schemes exhibit high overhead due to
strong authentication requirements. However, as the number
of authentication attempts increases, our proposed scheme
demonstrates significant overhead reduction when devices
transition from strong authentication (trust value is more than
T5) to moderate authentication (trust value is between 715 and
T7), and eventually to weak authentication (trust value exceeds
T1). Compared with the existing static schemes, this adaptive
behavior can significantly reduce the computational overhead
while maintaining an appropriate security level based on the
credibility of the device. The results validate that our trust-
based approach effectively optimizes resource utilization in
edge computing environments without compromising security.
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TABLE III
COMPUTATIONAL OVERHEAD.
(ms) Tpev Tprp Tecr TscE
Ali et al’s scheme [16] 1TM + 1TE + 2TH = 1.410 1TM + 3TH=0.420 0 ITM + 3TH = 0.420
Li et al’s scheme [26] 2TM + 1TE + 2TH = 2.370 1TM + 3TH=0.420 0 1T™M + 3TH = 0.420
Lin et al’s scheme [26] TM+2TH= 1.024 T™ + 2TH =0.430 T™ + TH =0.398 T™ + 2TH =0.430
Strong-Authentication 4TM+TE+3TH=4.274 2TH=0.036 3TM+2TE+4TH=1.834 2TM+2TH=0.768
Mod-Authentication 1TM + 2TH =1.024 2TH=0.036 0 0
Weak-Authentication 1TH = 0.032 0 0 0
% TABLE IV
e\ COMPARISON OF SCE’S COMPUTATIONAL OVERHEAD UNDER MALICIOUS
\ DEVICES.
(ms) T’

. Strong-Authentication
10° #— Mod-Authentication
Weak-Authentication

The computational overhead of the Device(ms)

Li et al's scheme
—&— Al et al's schema
Lin et al's scheme

0 2 4 [ 8 10 12
The number of authentications

Fig. 7. The overhead of device

The analysis demonstrates that our scheme realizes secure
authentication and key agreement with acceptable compu-
tational overhead for resource-constrained devices in edge
computing scenarios.

C. Performance with malicious devices

Although we have demonstrated that our scheme can with-
stand several known attacks through security analysis, there
may still be unknown or uncertain attacks that we cannot
determine if our proposed scheme can resist. In the authen-
tication process, if malicious devices send multiple malicious
request messages to the sCE, it will consume considerable
computational overhead for them to handle these malicious
requests. In this section, we analyze how much computational
overhead the sCE or PEP need to consume to identify a
malicious device. Table IV shows the comparison results of
the computational cost on sCE under malicious devices, where
T) .. represents the required computational overhead for sCE
to detect a malicious device.

The results show that our scheme has reasonable compu-
tational overhead on sCE or PEP for identifying malicious
devices. Although this overhead is slightly higher than some
existing schemes that do not provide privacy preservation, it is
an acceptable tradeoff for achieving better security properties,
including privacy protection. Furthermore, the verification
can be performed simultaneously to improve efficiency when
handling multiple malicious requests.

mal
3TH + 1TM =0.420
1TH + 2TM =0.750
2TM+3TH=0.786
TH + 3TM= 1.099
2TH =0.036

Ali et al’s scheme [16]
Li et al’s scheme [25]
Lin et al’s scheme [26]
Strong-Authentication
Mod-Authentication

VII. CONCLUSION

This paper presented a novel zero trust access authen-
tication scheme for edge services in 3GPP networks that
addresses the limitations of traditional perimeter-based secu-
rity approaches. Our hierarchical framework offers multiple
authentication methods to achieve a flexible authentication
mechanism. By dynamically adjusting the device access au-
thentication protocol based on the trust value, it is possible
to effectively reduce the computing and communication over-
head while ensuring the security of the device. This adaptive
authentication strategy not only enhances the security of the
system, but also optimizes the utilization of resources, adapts
to the demands of different scenarios, and strengthens the
overall performance and reliability of edge services. Security
analysis and formal verification using Tamarin demonstrate
that the proposed scheme satisfies critical security require-
ments including mutual authentication, key agreement, privacy
preservation, and PFS/PBS. Performance evaluations show that
our adaptive approach significantly reduces communication
and computational overhead for trustworthy devices while
maintaining robust security. The scheme’s three-tiered authen-
tication levels (strong, moderate, and weak) enable efficient
resource allocation without compromising security. Future
research should focus on optimizing trust evaluation mech-
anisms, enhancing resilience against emerging threats, and
extending the framework to other edge computing paradigms
beyond 3GPP networks.
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